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This Typesafe Data Processing Addendum (“DPA”) forms part of the Agreement by and be
tween Customer and Typesafe. All capitalized terms not defined in this DPA will have
the meanings set forth in the Agreement.

1. Scope

1.1. Roles of Parties. With respect to Customer Data that constitutes “personal data
,7 “personal information,” “personally identifiable information,” or any analogous t
erm under applicable Data Protection Law (“Customer Personal Data”), (a) Customer is
the “controller” and “business” (as such terms are defined under applicable Data Pr
otection Law), and Typesafe is the “processor” and “service provider” (as such terms
are defined under applicable Data Protection Law). Each Party will comply with its
respective obligations under applicable privacy and data protection law (“Data Prote

ction Law”) in connection with the Services and Customer Personal Data.

1.2. Scope of Processing. The subject matter, nature, and purpose of Typesafe’s Proc
essing of Customer Personal Data, the types of Customer Personal Data Processed by T
ypesafe, and categories of applicable data subjects are set out in Schedule I.

1.3. Conflicts in Interﬂretation. If there is any inconsistency or conflict between
terms_of this DPA and the other terms of the Agreement, the terms of this DPA will ¢
ontrol to the extent of such inconsistency or conflict.

2. Customer Personal Data

2.1. Customer Personal Data Processing. Typesafe will only Process Customer Personal
Data to provide the Services and in accordance with Customer’s documented instructi
ons, which are set forth in this DPA, the Agreement; or otherwise provided by Custom
er to Typesafe 1in writin% (“Documented Instructions”). Unless prohibited b{ applicab
le law, Typesafe will inform Customer if Typesafe is subject to a legal obligation t
hat requires Typesafe to Process Customer Personal Data in contravention of Customer
’s Documented Instructions.

2.2. Typesafe Responsibilities: Typesafe will not (a) “sell” or “share” (as such ter
ms are defined in the California Consumer Privacy Act (“CCPA”)) Customer Personal Da
ta, (b) retain, use, or disclose Customer Personal Data for any purpose other than i
n accordance with the Documented Instructions, (c) retain, use, or disclose Customer

Personal Data outside of the direct business relationshiB between Customer and Type
safe, nor (d) except as otherwise permitted under applicable Data Protection Law, co
mbine Customer Personal Data with personal data that Typesafe receives from or on be
half of any third party.

3. Subprocessors

3.1. Authorization. Customer provides general authorization for Typesafe to engage t
he following subprocessors as described in https://trust.typesafe.ai/subprocessors (
“Subprocessors”). Typesafe will (a) enter into a contractual agreement with each Sub
processor that imposes data protection obligations that are substantially as protect
ive as Typesafe’s obligations under this DPA to the extent applicable to the nature

of the services provided by such Subprocessor and (b) remain responsible for the act
s and omissions of the Subprocessors’ Processing of Customer Personal Data under thi
s DPA, consistent with the limitation of liability provided in the Agreement.

3.2. Notice of New Subprocessors. Typesafe will provide Customer reasonable advance

notice prior to app01nt1n8 any new Subprocessor prior to giving the Subprocessor acc
ess to Customer Personal Data. Customer may object to the appointment of such new Su
bprocessor within 15 days of the date of such notice on reasonable privacy or securi
ty grounds by providing Typesafe written notice of its objection. In the event that

Customer objects to Typesafe’s appointment of a new Subprocessor, Customer and Types
afe will work together in good faith to address any such objection.

4, Assistance

4.1. Data Sub%ect Rights. Typesafe will (a) promptly forward to Customer any request
it receives from “data subjects” or “consumers” (as such terms are defined under ap



plicable Data Protection Law) to exercise their rights under applicable Data Protect
ion Law relating to Customer Personal Data, (b) advise such data subjects and consum
ers to submit such requests directly to Customer, and (c) provide Customer with reas
onable assistance as necessary for Customer to fulfil its obligations under applicab
le Data Protection Laws to respond to such requests.

4.2. Cooperation. Taking into account the nature of the Processing, Typesafe will pr
ovide Customer with reasonable assistance as necessary for Customer to fulfil its ob
ligations under applicable Data Protection Laws, including to conduct data protectio
n 1mﬁaqt assessments and, where necessary, consultations with regulatory authorities
with jurisdiction over such Processing, i1f such consultation is required by Data Pr
otection Laws. Typesafe may charge Customer a reasonable fee for such assistance und
er this Section 4.2

5. Security

5.1. Security Measures. Typesafe has implemented and will maintain reasonable and ap
propriate technical and organization security measures designed to protect the secur
ity of Customer Personal Data (“Security Measures”). The Parties acknowledge that th
e Security Measures provide an appropriate level of security for the risks of the Pr
ocessing of Customer Personal Data under the Agreement. Typesafe may update or modif
{ the Security Measures provided that such updates and modifications do not material
y decrease the overall security of the Services.

5.2. Security Incident. Typesafe will notify Customer without undue delay and in any
case within 72 hours after becoming aware of any accidental or unauthorized access

to, or disclosure or use of, Customer Personal Data (“Security Incident”). T{pesafe

will assist Customer in complylng with Customer’s obligations under applicable Data

Protection Law by making reasonable efforts to provide Customer with information rel
ating to the Security Incident. Typesafe will also use reasonable efforts to investi
gate the Security Incident and mitigate the effects and remediate the causes of the
ecurity Incident.

5.3. Audits. Upon Customer’s written request, no more than once every 12 months, Typ
esafe will permit Customer to audit Typesafe’s controls applicable to its Processing
of Customer Personal Data and compliance with this DPA (“Audit”), provided that suc
h Audit is (a) conducted by Customer or a third-party auditor designated by Customer
that has executed an appropriate confidentialitg agreement with Typesafe, (b) condu
cted at Customer’s sole cost, (c) during normal business hours, (dg in a manner that
causes minimal disruption, and (e) in accordance with mutually agreed upon scope an
d terms, including the start date, scope and duration of, and security and confident
iality controls applicable to, such audit. Customer may use the results of an Audit
only for the purposes of meeting Customer’s regulatory audit requirements and/or con
firming compliance with the requirements of this DPA.

6. International Data Transfers

6.1. Data Transfers. Customer authorizes Typesafe to conduct transfers of Customer P
ersonal Data to countries deemed to have an adequate level of data protection by the
European Commission or the applicable competent regulatory authority on the basis o
f adequate safeguards in accordance with Data Protection Law or pursuant to (a) the
contractual clauses annexed to the European Commission’s Implementing Decision 2021/
914 of 4 June 2021 on standard contractual clauses for the transfer of Personal Data
to third countries pursuant to Regulation (EU) 2016/679 of the European Parliament
and of the Council, as amended, superseded, or replaced from time to time (“EU SCCs”
) or (b) the International Data Transfer Addendum to the EU Commission Standard Cont
ractual Clauses issued by the UK Information Commissioner, Version B1.0, in force 21
March 2022, as amended, superseded or replaced from time to time (“UK Addendum”).

6.2. EU Data Transfers. For transfers of Customer Personal Data from the European Un
ion, Typesafe and Customer conclude Module 2 (controller-to-processor) of the EU SCC
s and, if Customer is a processor on behalf of a third-party controller, Module 3 (P
rocessor-to-Subprocessor) of the EU SCCs, which are incorporated herein and complete
d as follows: (a) the “data exporter” is Customer, (b) the “data importer” is Typesa
fe, (c) the optional docking clause in Clause 7 is implemented, (d) option 2 of Clau
se 9Ca) is implemented and the time period therein is specified in Section 3.2, (e)
the optional redress clause in Clause 11(a) is struck, (f) option 1 in Clause 17 is
implemented, (g) the governing law is the law of Ireland and the courts in Clause 18
(b) are the Courts of Dublin, Ireland, and (h) Annex I and Annex II to Module 2 and
3 of the EU SCCs are Schedule I and the Security Measures respectively. For transfer
s of Customer Personal Data from Switzerland, any dispute arising from these EU SCCs
relating to Swiss Data Protection Laws will be resolved by the courts of Switzerlan
d and data subjects who have their habitual residence in Switzerland may bring claim



s under the EU SCCs before the courts of Switzerland.

6.3. UK Data Transfers. For transfers of Customer Personal Data from the United King

dom, T{pesafe and Customer_conclude the UK Addendum, which is incorporated herein an

d completed as follows: (a) in Table 1, the “Exporter” is Customer and the “Importer
¥ is Typesafe, their details are set forth in this DPA and the Agreement, (b) in Tab

le 2, the first option is selected and the “Approved EU SCCs” are the EU SCCs referr

ed to in Section 6.2, (c) in Table 3, Annexes 1 (A and B) and II to the “ApBroved EU
SCCs” are Schedule I and the Security Measures respectively; and (d) in Table 4, bo

th the “Importer” and the “Exporter” can terminate the UK Addendum.

Schedule I

Description of Processing

1. List of Parties

Data exporter:

Name: Customer.

Activities relevant to the data transferred under these Clauses: Customer receives t
he Services as described in the Agreement and Typesafe provides Customer Personal Da

ta to Typesafe in that context.

Role (controller/processor): Controller.

Data importer:

Name: Typesafe.

Activities relevant to the data transferred under these Clauses: Typesafe provides t
he Services to Customer as described in the Agreement and Processes Customer Persona

1 Data on behalf of Customer in that context.

Role (controller/processor): Processor on behalf of Customer.

2. Categories of Data Subjects

Customer and Customer’s users.

3. Categories of Personal Data Transferred

Customer Personal Data, the content of which is determined and controlled by Custome
r.

4. Sensitive Data Transferred (If Applicable)

Sensitive data transferred (if applicable) and aﬂplied restrictions or safeguards th
at fully take into consideration the nature of the data and the risks involved, such
as for instance strict purpose limitation, access restrictions (including access on
ly for staff having followed specialized training), keeping a record of access to th
e data, restrictions for onward transfers or additional security measures: N/A.

5. Frequency of the Transfer

The frequency of the International Data Transfer (e.g. whether the Personal Data is
transferred on a one-off or continuous basis): On a continuous basis.

6. Nature of the Processing

The Customer Personal Data will be processed and transferred as described in the Agr
eement and DPA.

7. Purpose(S) of the International Data Transfer and Further Processing

The Customer Personal Data will be transferred and further processed for the provisi
on of the Services as described in the Agreement and DPA.

8. Duration of Processing

The period for which the Personal Data will be retained, or, if that is_not possible
, the criteria used to determine that period: Customer Personal Data will be retaine



d for_as long as necessar{ taking into account the purpose of the Processing, and in
compliance with applicable laws, including laws on the statute of limitations and D
ata Protection Law.

9. Sub-Processor Transfers

For International Data Transfer to (Sub)Processors, also specify subject matter, nat
ure and duration of the Processing: For the subject matter and nature of the Process
ing, reference is made to the Agreement and DPA. The Processing will take place for
the duration of the Agreement.

10. Competent Supervisory Authority

The competent authority for the Processing of Customer Personal Data relating to dat
a subjects located in the EEA is the Supervisory Authority of Ireland.

The competent authority for the Processing of Customer Personal Data relating to dat
a subjects located in the UK is the UK Information Commissioner.

The competent authority for the Prqcessing of Customer Personal Data relating to dat
a subjects located in Switzerland is the Swiss Federal Data Protection and Informati
on Commissioner.

11. Technical and Organizational Measures
Typesafe will implement security safeguards designed to protect the security, confid

entiality and integrity of Personal Data as described on Typesafe’s Trust Center at
https://trust.typesafe.ai/.



